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Introduction

A recent review suggests that 5.03 billion individuals use 
the Internet worldwide, with approximately 4.70 billion, or 
59% of the global population, using some form of social 
media (Kemp, 2022). While it is challenging to determine 
overlap across platforms, it has been reported that world-
wide exposure to information on either Facebook or You-
Tube1 is in excess of 2 billion people each (Meta, 2022; 

1  The administrative work for the present paper was supported 
by funding from YouTube. YouTube representatives were not 
involved in expert advisory group deliberations, in drafting the 
principles and attributes, or in drafting the paper.

YouTube, 2022). The Pew Research Center reported that 
approximately 72% of adults in the United States use at 
least one social media outlet (Pew Research Center, 2021). 
It is estimated that some 90% of Americans use social me-
dia sources for health information, including searches re-
lated to serious conditions, general information searches, 
and searches for minor health problems (Bishop, 2019). 
Research demonstrates that online information can influ-
ence health beliefs, health behaviors, and decisions about 
seeking health care (Chen et al., 2018; Tan and Goonawar-
dene, 2017). 
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In the context of so much of the public using the Internet and 
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platforms to rigorously identify credible sources of health infor-
mation. Through such identification, consumers could be directed 
to credible sources first when they search for health information 
online. However, the authors of this paper recognize that iden-
tification of credible sources may not be sufficient to ensure that 
consumers are accessing high-quality information, and social 
media companies may need to employ parallel strategies such 
as content assessment, management of misinformation, address-
ing health literacy and culturally competent communication, and 
developing avenues for sources to self-regulate in order to truly 
address this complex issue.
The first phase of this work (Phase 1) was completed in 2021 

by an expert advisory group convened by the National Acad-
emy of Medicine (NAM), which yielded foundational principles 
and attributes for determining credibility of health information 

sources3. The scope of Phase 1 was limited to U.S.-based enti-
ties and concentrated on identifying credibility among nonprofit 
and government entities with established vetting or accrediting 
procedures. In Phase 1, described below, the expert advisory 
group proposed three foundational principles to support assess-
ment of source credibility and developed attributes for assessing 
a source’s alignment with the principles (Kington et al., 2021).

Phase 1: Foundational Principles, Attributes, and 
Additional Findings

In Phase 1, an expert advisory group proposed three founda-
tional principles to support the assessment of credibility of online 
sources of health information: 1) science-based; 2) objective; 

3  For an overview of Phase 1, see https://nam.edu/programs/
principles-for-defining-and-verifying-the-authority-of-online-
providers-of-health-information.

SOURCE: Kington, R., S. Arnesen, W-Y. S. Chou, S. Curry, D. Lazer, and A. Villarruel. 2021. Identifying Credible Sources of Health Information 
in Social Media: Principles and Attributes. NAM Perspectives. Discussion Paper, National Academy of Medicine, Washington, DC. https://doi.
org/10.31478/202107a.
NOTES: [a] This chart is developed for credibility assessment of nonprofit and government organizations only. For-profit companies and individu-
als that serve as sources of health information should also undergo separate credibility assessment processes.
[b] Pre-existing, standardized vetting mechanisms that align with the authors’ principles and attributes include accreditation, academic journal in-
dexing, and government accountability rules. Even sources subject to one of these mechanisms should strive to meet the authors’ stated credibility 
principles and attributes.
[c] See Table 1 for a list of principles and credibility attributes.
[d] Ideally, a quality assurance system that includes content assessment should supplement assessment of source credibility.

FIGURE 1 | Phase 1 Assessment Flowchart for Credibility of Sources of Health Information in Social Media
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Box 1 | Phase 2 Project Objective

Construct a globally relevant, expanded set of principles, attributes, and definitions applicable to a wider group of 
potential sources of credible information

and 3) transparent and accountable. The members of the expert 
advisory group also provided a selection of material attributes 
that can be used by social media companies and others, includ-
ing consumers, to assess a source’s alignment with the three prin-
ciples (Kington et al., 2021). See Table 1 for an overview of 
these principles and attributes.
As noted by Kington and colleagues in a flowchart for cred-

ibility of sources of health information (see Figure 1) in Phase 1, 
organizational sources could be afforded a preliminary assump-
tion of credibility if they were subject to pre-existing, standard-
ized vetting mechanisms, including government accountability, 
accreditation, and academic journal indexing. Entities consid-
ered by the Phase 1 process included nonprofit and government 
sources like government organizations, academic journals, ac-
credited health care organizations, educational institutions, and 
public health departments in the U.S.
In addition to identifying factors to assist in determining cred-

ibility, the Phase 1 expert advisory group also identified three 
key areas to be considered in the ongoing mission to elevate 
credible content.
The Phase 1 expert advisory group limited their deliberations 

to principles and attributes that could be applied to U.S.-based 
organizations. The World Health Organization (WHO), after the 
release of the Phase 1 paper, convened an expert panel to as-
sess this initial guidance from a global perspective, and recom-
mended that further work be done to extend the principles to 
make them more generalizable to international audiences.  Glo-
balization then became one of the charges to the authors of this 
paper (Phase 2).  
The Phase 1 expert advisory group also identified health equi-

ty, diversity, and inclusion as critical components to be included 
in any system used to elevate credible sources. 
Finally, while outside of the scope of work for both Phase 1 

and 2, the Phase 1 expert advisory group highlighted the im-
portance of content review, implementation, and research on the 
impact of credibility designations as important future directions 
for this work. 

Phase 2: Advisory Committee Charge and Scope

Phase 2 was carried out by a multidisciplinary, independent ad-
visory committee convened by the Council of Medical Specialty 
Societies (CMSS), in collaboration with NAM and WHO. The 
committee was charged with adapting the principles and attri-
butes established in Phase 1 to allow for the evaluation of the 

credibility of other health information sources, including other 
nonprofit entities, for-profit entities, and individuals, with an eye 
towards global applicability (see Box 1).
Building upon the seminal work completed in Phase 1, the 

Phase 2 advisory committee was charged with considering three 
additional potential sources for health information found on vari-
ous social media platforms:
1.	 Nonprofit organizations without pre-existing standard-

ized vetting mechanisms, including foundations, patient 
disease organizations, community health organizations, 
and think tanks; 

2.	 For-profit entities, including drug or device manufactur-
ers; and 

3.	 Individuals, including scientists and clinicians, other pro-
fessionals, and patients. 

This wide-ranging group of sources presented a variety of poten-
tial issues around feasibility of credibility assessment and varying 
levels of transparency into how health information was collected 
and content was generated.

Methods

For consistency and transparency, the methods and processes 
employed during Phase 2 were substantively similar to those em-
ployed during Phase 1 (Kington et al., 2021). Additionally, the 
Phase 2 advisory committee adopted the definitions of ‘credible’ 
and ‘high-quality information’ established during Phase 1 (see 
Box 2) and began their deliberations with the foundational prin-
ciples and attributes proposed in Phase 1 and reaffirmed by the 
WHO (WHO, 2022; Kington et al., 2021). 

Composition and Selection of the Advisory  
Committee
The advisory committee is composed of independent volunteers 
who were nominated by CMSS, WHO, and NAM based on their 
subject matter expertise. Individuals were not eligible to partici-
pate on the committee if they were currently employed by social 
media companies. The committee included authors of the Phase 
1 paper and new members from multiple disciplines including 
information governance, health information development, public 
health and health equity, social media and misinformation, and 
science communication.
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Box 2 | Key Terms

The following are definitions and discussions of the key terms established in Phase 1 and used in the present paper (refer 
to Kington et al., 2021, for full discussion).

Credible
For the purposes of this paper, the authors present their own definition of credible in the context of sources of online 
health information: “offering information that is consistent with the best scientific evidence available at the time and em-
ploying processes to reduce conflict of interest and promote transparency and accountability.”

High-Quality Information
High-quality information is that which is “science-based,” or consistent with the best scientific evidence available at the 
time. Science and knowledge are always evolving, so the marker of time is an important component of this definition. 
The evolution of knowledge is also the reason that more absolute terms, such as accurate, are less appropriate. Although 
this paper does not consider information quality directly, increasing access to high-quality information is the goal of the 
approach under discussion.

Managing Conflict of Interest
Similar to Phase 1, in order to minimize conflicts of interest, 
CMSS, WHO, and NAM took steps to ensure the independence 
and objectivity of the advisory committee and this paper, in that 
authors were required to disclose financial and non-financial 
conflicts of interest (Kington et al., 2021). This paper represents 
the opinions of the authors and does not reflect a consensus posi-
tion of CMSS; NAM; the National Academies of Sciences, Engi-
neering, and Medicine; WHO; or the authors’ organizations. The 
advisory committee did not receive payment for their contribu-
tions to this paper.

Deliberative Sessions
The authors of this paper participated in one recorded orientation 
session, which was asynchronously viewed by the group, and 
three virtual, interactive, closed deliberative sessions between 
July and October 2022. Representatives from Google/YouTube 
attended the first live virtual session to explain the company’s 
current policies, initial experiences with implementing Phase 1, 
and future goals regarding elevating high-quality health infor-
mation from different sources, as well as answer questions from 
the authors. Representatives from Google/YouTube did not at-
tend any part of the subsequent deliberative sessions, and were 
not involved in committee discussions, in drafting the principles 
and attributes, or in drafting or reviewing this paper.

Approach and Timeline
The Phase 2 advisory committee examined and deliberated on 
the three principles established during Phase 1 and their defin-
ing attributes in individual breakout groups that each focused 
on one of three potential sources of credible health information: 
for-profit organizations, non-accredited nonprofit organizations, 
and individuals. Each breakout group outlined attributes of each 
principle that were relevant to the assigned Phase 2 source. 
Each breakout group aimed to identify the key attributes for that 

source, focusing on those that were important to credibility, were 
identifiable, and were practical to implement.
Next, the entire committee virtually discussed and prioritized 

the suggested attributes from each breakout group, stating 
whether they agreed or disagreed with each revision and rating 
the attribute as Very Important, Important, or Not Very Important 
for each source. Items ranked as Not Very Important for a source 
were deleted, and items ranked as Important or Very Impor-
tant would potentially be incorporated. At the next meeting, the 
breakout groups reconvened separately to discuss and critically 
assess the attributes suggested and prioritized by the entire com-
mittee for each source of information.

Public Comment Period
A draft of the proposed new attributes, a related questionnaire, 
and a preliminary draft of this paper were posted for public com-
ment by CMSS from 12:00 PM CST on September 9, 2022, to 
11:59 PM CST on September 19, 2022. Comments were spe-
cifically solicited from interested parties, including researchers, 
medical specialty society leadership, clinicians, creators of on-
line health information, for-profit and non-profit organizations, 
health care providers, and members of the public. The committee 
reviewed all comments received. The comments were analyzed, 
sorted into themes, and summarized by program staff and the 
authors of this paper (see Box 3 for key themes from the public 
comment period and the committee’s response).
The final virtual meeting was then convened so the entire com-

mittee could discuss and incorporate feedback from the public 
comment process.

Phase 2 Principles

The Phase 2 advisory committee accepted the foundational prin-
ciples developed during Phase 1 and discussed the relevance and 
applicability of the original attributes to the sources of information 
prioritized for examination during Phase 2. The Phase 2 advisory 
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Box 3 | Key Themes Among Feedback Received During the Public Comment Period and 
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SOURCE: Created by authors. 
NOTE: Text that is bold represents the additions, changes, and deletions generated by the advisory committee in Phase 2. Attributes that are the 
same across sources are presented in a merged row. Nonprofitsconflicts as well as mission 

Nonprofits
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nature of their mission. However, it should be recognized that 
nonprofit organizations, which are typically mission-driven, can 
still be sources of mis- or disinformation. While one of the im-
portant attributes underpinning the principle of science-based is 
providing citations and a synthesis of information from multiple 
sources, the Phase 2 advisory committee was concerned with 
the potential for citing pseudoscience or selectively choosing ref-
erences that support a particular viewpoint without identifying 
and discussing conflicting evidence. The Phase 2 advisory com-
mittee also suggested that social media companies examine the 
currency of citations, where older information may be cited and 
newer citations demonstrating the progression of knowledge on 
a particular subjected may be ignored or not updated in a timely 
manner.
In terms of transparency, many nonprofits create information to 

facilitate fundraising efforts, which raises the question of whether 
content used for fundraising is less legitimate than other types of 
content. The Phase 2 advisory committee believes that delegiti-
mizing such content could be needlessly punitive. Another con-
sideration regarding transparency is that many nonprofits are 
beholden to very few or even a single funder. Therefore, even 
if a nonprofit attempts to maintain independence, it may not be 
possible to completely remove the bias of what the funder would 
want or not want represented. Finally, some nonprofits obtain 
most of their funding from revenue streams such as subscriptions 
(to journals or products), membership dues, or from annual so-
ciety meetings, which can include income from vendors renting 
booths or advertising in journals. A potential approach a non-
profit in this situation could take to abide by the principle of trans-
parency would be to clearly describe their process for segregat-
ing their funding sources from the health information presented.

For-Profit Organizations
Several themes arose during discussion of for-profit organiza-
tions, with the Phase 2 advisory committee expressing many simi-
lar points to the discussion of non-accredited nonprofit organiza-
tions. In many cases the overlap between these two sources of 
content was so broad that there is potential for the attributes for 
the different sources to be condensed and applied across both 
source types. The Phase 2 advisory committee discussed the ten-
sion between completeness of information for each potentially 
credible source and the pragmatic need for ensuring that imple-
mentation of the criteria is practical on a global scale across a 
variety of social media platforms.
The Phase 2 advisory committee recognized that all groups 

presenting health information, inclusive of nonprofits and individ-
uals, would potentially realize financial or non-financial gains 
should they be deemed a credible source and elevated as such. 
Additionally, the Phase 2 advisory committee recognized that 
deeming one source as credible may potentially confer a com-
mercial advantage over another source that was not deemed 

credible. However, determining the credibility of for-profit orga-
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es, but that it did not seem practical to expect that an individual 
would need to have other organizations or individuals linking to 
them as a marker of credibility.
The Phase 2 advisory committee believes that documentation 

of funding, advertising, and paid partnerships is particularly im-
portant for individuals to disclose. Additionally, it is important 
to delineate between content for which an individual is paid 
versus content that is strictly advertising, sponsored content, or 
lobbying. Some, but not all, social media platforms have require-
ments for clearly labeling advertising, so in the absence of this 
requirement, creators should disclose this themselves. Moreover, 
in some countries, local guidelines and regulations require these 
disclosures on social media posts, including the FTC (CFR, 2009). 
From a practical standpoint, it might be sufficient for individuals 
to provide attestations about independence of funding, but this is 
an issue to be considered in implementation.
Another challenge is establishing the credibility of an individu-

al and their lived experience, and distinguishing “health stories” 
from “health information.” More specifically, information about 
various facets of the health care system and health care delivery 
from patients with lived experience is considered important for 
peer support and essential for clinical guideline development 
and patient-centered research. Online peer support in self-
management of health concerns is a valued and valuable source 
of information for individuals living with illness, especially when 
clinical information is lacking. However, anecdotal health stories 
may or may not be based on scientifically reliable information, 
and although stories matter, they do not necessarily meet foun-
dational principles of credibility regarding science-based infor-
mation.
The Phase 2 advisory committee discussed various mechanisms 

to identify the scientific or medical credentials of individuals, as 
these could be considered important attributes for credibility. 
However, trying to find a single credential that is used across na-
tions and the world is a significant barrier, as a single credential 
does not exist. While U.S. health care professionals may carry 
board certification and other credentials, these are not univer-
sally available in the global community. Relatedly, credible lay 
individual sources may not have such credentials, and ultimately, 
possession of such credentials does not necessarily ensure cred-
ibility (Rubin, 2022). The Phase 2 advisory committee suggested 
that individuals could provide disclosures of regionally appro-
priate licensure, education, training, and scientific expertise to 
social media platforms while recognizing that at present, not all 
social media platforms provide the means for an individual to 
disclose such information.
However, it is important to underscore that the Phase 2 advi-

sory committee believes that individuals should be held account-
able to the same principles as the other sources described in 
Phases 1 and 2, although the specific attributes may need to be 
modified to make credibility more achievable for an individual.

Implementation

Establishing a set of principles and attributes by which sources 
can be deemed credible is a vital first step, but the proof of its ef-
fectiveness will be in the implementation of these criteria. The use 
of these principles and attributes in elevating credible sources 
needs to be evaluated with a critical eye both towards applica-
bility for the global community and across multiple social media 
platforms. The Phase 2 advisory committee agreed that attesta-
tion alone, while a first step, would be insufficient for establish-
ing source credibility. The Phase 2 advisory committee therefore 
supported creating a standardized biographical statement or 
attestation for individual sources to use to consistently link to key 
attributes like licensure, expertise, and conflicts of interest across 
social media platforms. Ideally, these attributes should be able to 
be verified independently. Moreover, the Phase 2 advisory com-
mittee believes that source credibility must be reviewed regularly 
to both allow new sources to become credible and to remove 
sources that no longer meet credibility criteria. Specific criteria to 
be evaluated within each attribute should be considered within 
the context of local regulations (e.g., FTC regulations in the U.S. 
regarding advertisements). From an end-user standpoint, the 
Phase 2 advisory committee believes it is valuable for the con-
sumer to understand the factors used to define the credibility of 
a source. The Phase 2 advisory committee also encouraged as 
much consistency as is feasible in the application of attributes 
across social media platforms. Finally, beyond the present goal 
of identifying credible sources, the Phase 2 advisory committee 
emphasized the need to further explore pragmatic and effective 
means of managing the larger issue of health-related mis- and 
disinformation online.

Assessment and Testing of the Processes
The first paper in this series extensively outlined a series of steps 
to be undertaken when assessing sources of information that can-
not be afforded a preliminary assumption of credibility (Kington 
et al., 2021). Those sources are the focus of this paper. Social 
media platforms will need to develop standardized processes 
to assess how well a given source aligns with the principles and 
attributes that would allow for a judgement of credibility. These 
standardized processes might rely on primary data collected by 
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whether the processes are functioning as intended and whether 
there is evidence of inadvertent harm. The Phase 2 advisory 
committee believes that this testing should include global social 
media platforms. The Phase 2 advisory committee encourages 
social media platforms to develop transparent, standardized, 
digitally verifiable processes to assess how well a source aligns 
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