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BOX 1 | Telehealth Vignette 1

In 2023, Park Pilhyun, a Korean immigrant and permanent resident, is living with his wife and young daughter in a remote
town in Alaska. He receives psychiatric care for his depression from a doctor in Korea during a scheduled work break on his
overnight shift in the plant where he works. This is very convenient for him, as he does not need to take time off work to access
care, he is able to receive care in his native language, and his Korean doctor is less expensive than the mental health clinic in
his town in Alaska. Pilhyun’s care is assisted by a cognitive behavioral therapy mobile health app that monitors his behavior
and app use, tracks symptoms, and provides education and coaching. At $10/month, it is more than he would like to pay, but
it is not covered by insurance, and it seems to be helping.

Potential benefits: Access to mental health care, affordability, convenience, in native language with cultural competence

Potential concerns: Data privacy, reimbursement, cross-jurisdiction physician practice issues, liability, safety, efficacy, and
regulation of mobile health apps

BOX 2 | Telehealth Vignette 2

In 2020, the Sanchez family all became symptomatic with COVID-19 following an exposure to Mr. Sanchez at the restaurant
where he works. While Mrs. Sanchez and her mother have their green cards and the Sanchez children are U.S. citizens, Mr.
Sanchez is an undocumented immigrant to the United States. The family was asked to isolate at home and were offered video
visits with a nurse practitioner. The nurse became frustrated when, despite repeated reminder texts and messages through the
patient portal, Mr. Sanchez was not available at the portal at the scheduled time; she ultimately resorted to telephone. The
nurse learned from the teenaged son, who served as the translator for the phone call, that no one in the family had a primary
care physician and that they were not familiar with the patient portal.

In their small apartment, private phone calls are impossible. Mr. Sanchez does not want to worry his family and so does not
disclose to the nurse practitioner how severe his symptoms are, and without the video or the home blood pressure or pulse
oximeter readings to which she had become accustomed, the nurse cannot adequately assess his condition. His family only
realizes how sick Mr. Sanchez is days later, when he suddenly becomes very tired and unable to walk, and they must call an
ambulance.

Potential benefits: At-home access to health care, access for all family members at the same time, convenience

Potential concerns: Personal privacy, care delays, safety, weak patient-provider relationship
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National Academies of Sciences, Engineering, and Medicine
(https:/ /www.nationalacademies.org/our-work/creating-a-
framework-for-emerging-science-technology-and-innovation-
in-health-and-medicine).

Case Study: Telehealth

As far back as the Civil War, the United States has used elec-
tronic means (in this early example, telegraphs) to communicate
patient health information. After a long, slow ramp-up, there has
been steady evolution and growth in electronic health data and
communication since 1990, pulled by advances in technology
and pushed by changes in regulation.

Prior to the COVID-19 pandemic, which began in March
2020, three broad trends were under way in the evolution of
telehealth: first, a shiftin application from efforts to expand health
care access that motivated early use to the use of telehealth to
control costs; second, the expansion of telehealth use from the
context of acute care to the management of chronic conditions;
and third, a transition of the site of care from health care institu-
tions to patients’ homes and mobile devices (Dorsey and Topol,
2016). The recent exponential increase in mobile health appli-
cations and physical distancing requirements that accompanied
the pandemic have dramatically accelerated the evolution and
adoption of telehealth (Olla and Shimskey, 2014).

It is important to note that “telehealth” and “mobile health
(mHealth)” do not have consensus definitions, nor do many other
terms used in this space, such as “electronic health (eHealth),”
“telemedicine,” and “digital health” (HealthIT.gov, 2019; Do-
arn et al., 2014; WHO, 2010). From a regulatory perspective,
definitions are important because countries and states must de-
scribe what they do and do not regulate and how (Hashiguchi,
2020). In the United States, telehealth is generally the umbrella
term covering telemedicine (defined as provider-based medical
care at a distance); telemedicine within medical specialties such
as telepsychiatry, telestroke, and teledermatology; and mHealth
(initially used to describe care provision through text messag-
ing, but now includes the use of wearable and ambient sensors,
mobile apps, social media, and location-tracking technology in
service of health and wellness) (APAa, 2020; Sim, 2019; CMS,
2011).

One widely used definition of telemedicine—the component
of telehealth with the longest history—is from the World Health
Organization (WHO), which defines it as, “The delivery of
health care services, where distance is a critical factor, by all
health care professionals using information and communication
technologies for the exchange of valid information for diagno-
sis, treatment and prevention of disease and injuries, research
and evaluation, and for the continuing education of health care
providers, all in the interest of advancing the health of individuals
and their communities” (WHQO, 2010).

In Norway, an early adopter and regulator of telemedicine,
“telemedicine” is defined by law as “the use of videoconferenc-

ing fo perform an outpatient consultation, examination, or treat-
ment at a distance” (Zanaboni et al., 2014). In South Africa, by
contrast, telemedicine is defined not by statute but by the Health
Professions Council of South Africa as “using electronic com-
munications, information technology or other electronic means
between a health care practitioner in one location and a health
care practitioner in another location for the purpose of facilitat-
ing, improving and enhancing clinical, educational and scientific
health care and research” (HPCSA, 2020).

Telehealth can include everything from medical websites
(e.g., the Mayo Clinic, WebMD) to remotely controlled surgi-
cal robots. Telehealth can also be categorized into groups of
technologies, including interactive telemedicine (including video
visits and electronic consults between providers), telemonitoring,
store-and-forward technology (the collection and use of non-
urgent medical information), and mHealth.

Early applications of telehealth were designed to expand ac-
cess, and in fact, telehealth has been critical (if not entirely suc-
cessful) in this regard. There are, of course, long-standing and
persistent concerns about the number and geographic distribu-
tion of health care providers, and telehealth has improved ac-
cess to those in remote and historically underserved populations
in states such as Alaska and Texas, as well as for those in the
military (e.g., those at sea or in a combat zone), prisons, and
astronauts (NRHA, n.d.). Telehealth has also expanded access
to language inferpreters and specialists for patients with rare dis-
ease.

Telehealth, as it is traditionally construed, offers significant
benefits, but it also raises a number of concerns. These concerns
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Status quo: What are the key questions, research areas,
and products/applications today?

Cross-sectoral footprint: Which individuals, groups,
and institutions have an interest or role in emerging bio-
medical technology?

Ethical and societal implications: What is morally at
stake? What are the sources of ethical controversy? Does
this technology or application raise different and unique
equity concerns?

Additional guiding questions to consider include the following:

Key assumptions around technology: What are
the key assumptions of both the scientists around the tech-
nology and the other stakeholders that may impede com-
munication and understanding or illuminate attitudes?
International context and relevant internation-
al comparisons: How are the technology and associ-
ated ethics and governance landscape evolving interna-
tionally?

Legal and regulatory landscape: What are the
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Telehealth also became more common in correctional facili-
ties due to the costs and significant risks in transporting patients
to physically see health care providers (Nesbitt and Katz-Bell,
2018).

Throughout the early 2000s, telemedicine platforms multiplied
across states (every state had a platform by 2010) and around
the world (Nesbitt and Katz-Bell, 2018). The Medicare, Medic-
aid, and SCHIP Benefits Improvement and Protection Act, enact-
ed in 2001, lowered barriers to telehealth in a number of ways,
including requiring payment parity (equivalent payment for in-
person and telemedicine visits) by Medicare, requiring Medi-
care to pay a $24 facility fee payment to the originating site
for each telehealth visit, and expanding the range of telehealth
services covered under Medicare (Gilman and Stensland, 2013;
106th Congress, 1999). In addition, Teladoc Health, now the
world’s largest telemedicine company, was launched in 2002
(Teladoc Health, 2022).

Inpatient and emergency care telehealth services then started
to become more common. telelCU care increased and began to
incorporate inferactive video conferencing and smart alarms in
intensive care units (ICUs) (Lilly et al., 2011). The Department of
Veterans Affairs (VA) led the way in adapting telehealth to care
for patients with chronic health conditions (Nesbitt and Katz-Bell,
2018).

In 2008, the Medicare Improvements for Patients and Provid-
ers Act further expanded both covered services and eligible pro-
viders, including community mental health centers (Gilman and
Stensland, 2013). As internet speed and affordability improved,
the Federal Communications Commission (FCC) provided grants
to expand broadband to rural areas, further increasing the num-
ber of Americans who could access telehealth. In addition, the
American Recovery and Reinvestment Act of 2009 helped ex-
pand telehealth services, with a focus on disaster preparedness
(Nesbitt and Katz-Bell, 2018). The Office for the Advancement of
Telehealth, within Health Resources and Services Administration
(HRSA), part of the Department of Health and Human Services
(HHS), helped start state clinical telehealth networks and funded
telehealth research (Nesbitt and Katz-Bell, 2018).

By 2010, 11 states (California, Colorado, Georgia, Hawaii,
Kentucky, Louisiana, Maine, New Hampshire, Oklahoma, Ore-
gon, and Texas) had mandated that insurance payers cover tele-
medicine services (although each state’s rules varied) (Nesbitt
and Katz-Bell, 2018). In addition, 36 states covered telehealth
services under Medicaid (CCHP, 2018). In 2011, CMS approved
proxy credentialing of providers for telehealth services, greatly
decreasing barriers to access. Although some state Medicaid
programs began to reimburse for more telehealth services, there
was tremendous variation across states (Nesbitt and Katz-Bell,
2018). In 2016, 48 states and Washington, DC, reimbursed for
live video telemedicine services, and 19 reimbursed for remote
patient monitoring (CCHP, 2021). However, despite significant
improvements in access for many, telehealth has increasingly re-

ceived more attention from venture capital than from the sort of
government and nonprofit actors that might deliver on the origi-
nal promise of telehealth for the expansion of health care access
to low-income and rural populations (Greene, 2020).

By 2016, 46 percent of health care providers reported using
multiple forms of telehealth technology in practice (HIMSS Ana-
lytics, 2016). At this time, the top seven diagnoses for Medicare
beneficiaries receiving telehealth services were related to mental
health (CMS, 2018). In 2020, 85.8 percent of Americans had
access to the internet, suggesting that a greater proportion of
people in the United States might be able to access telehealth
services (Johnson, 2022). However, access to the internet is far
from the only barrier to accessing telehealth, while it is a major
barrier—others include language barriers between patients and
providers, digital literacy, and access to equipment (more on this
subsequently) (Park et al., 2018).

Status Quo

What are the key questions, research areas, and
products or applications today?

Telehealth and telemedicine occupy a rapidly evolving evidence
development and regulatory space. While the literature on tele-
health effectiveness is limited, it is expanding rapidly. A 2019
Agency for Healthcare Research and Quality (AHRQ) evidence
review included 106 studies of telehealth effectiveness (Seehu-
sen and Azrak, 2019). While evidence was insufficient or low
for many specialties, moderate strength of evidence was found
for telehealth effectiveness in wound care, psychiatric care, and
chronic disease management. Furthermore, patient satisfaction
with telehealth services has been consistently found to be high
(Orlando et al., 2019; Kruse et al., 2017).

International regulation of telemedicine varies widely. In con-
trast to other areas of complex regulation, there have been to
date no generally applicable treaties governing telemedicine or
attempts at legally harmonizing the practice across jurisdictions.
This even includes an absence of general laws across countries
that are otherwise bound together by supranational organiza-
tions like the European Union (EU) (Callens, 2010). Where
specific regulations do exist governing telemedicine apart from
traditional medicine, almost all countries broadly regulate tele-
medicine on a national or supranational level in contrast the
United States’ federalist (i.e., subnational) approach. Exceptions
to this general observation include countries with similarly robust
federalist structures like Spain, Australia, Canada, and, to a less-
er extent, Germany, which, like the United States, allows subna-
tional jurisdictions to implement their own regulations governing
telemedicine (Hashiguchi, 2020). Countries that have specific
broad, national legislation implementing a permissive approach
to telemedicine include the Netherlands, Finland, Iceland, and
Norway (Hashiguchi, 2020). Hungary stands, to date, as a ma-
jor exception among countries with explicit telemedicine policy,
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with national legislation restricting (rather than permitting) the
practice of telemedicine beyond what would be afforded absent
the law (Hashiguchi, 2020).

In the United States, telehealth options for Medicare Advan-
tage patients expanded in January 2020 with the enactment of
the 2018 Bipartisan Budget Act, which removed requirements
with respect to the originating (patient) and distant (physician)
sites, allowing patients to access telehealth services from home
(Contreras et al., 2020). In response to the COVID-19 pandemic,
the U.S. federal government has relaxed many telehealth regula-
tions and increased telehealth funding. The number of telemedi-
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pre-COVID-19 status quo after the pandemic recedes. The rapid
expansion in use of, and reimbursement for, telehealth services
in the face of a global pandemic has accelerated the shift from
traditional in-person medicine to a normalization of telemedi-
cine. Similarly, the use of (largely non-evidence-based) health
and wellness apps, as well as apps that enable digital contact
tracing, has expanded over the course of the pandemic. How
these products will be used and regulated in a post-COVID-19
world remains to be seen (Figueroa and Aguilera, 2020; JHU,
2020; Lagasse, 2020).

Cross-Sectoral Footprint

The cross-sectoral analysis is structured according to sectors (ac-
ademia, health care, private sector, government, and volunteer/
consumer—see Figure 1) and domains (science and technology,
governance and enforcement, end-user affordability and insur-
ance reimbursement [affordability and reimbursement], private
companies, and social and ethical considerations). The sectors
described subsequently are intended to be sufficiently broad to
encompass a number of individuals, groups, and institutions that
have an interest or role in telehealth. Health care is the primary
nonprofit actor of interest, and so in this structure, ‘health care’
has replaced ‘nonprofit; though other nonprofit actors may have
a role in this and other emerging technologies, and, of course,
not all health care institutions are nonprofits.

Today, many telehealth technologies are researched, devel-
oped, and promoted by a scientific-industrial complex largely
driven by market-oriented goals. The development of various
components of telehealth may be altered by differing IP regimes.
This larger ecosystem is also embedded in a broad geopoliti-
cal context, in which the political and the economic are deeply
intertwined, shaping national and regional investment and regu-
lation. The political economy of emerging technologies involves

FIGURE 1 | Sectors for Cross-Sectoral Analysis

and affects not only global markets and regulatory systems
across different levels of government but also non-state actors
and international governance bodies. Individuals and societ-
ies subsequently adopt emerging technologies, adjusting their
own values, attitudes, and norms as necessary, even as these
technologies begin to shape the environments where they are
deployed or adopted. Furthermore, individual and collective
interests may change as the “hype cycle” of an emerging tech-
nology evolves (Gartner, n.d.). Stakeholders in this process may
include researchers, technologists, business firms and industry
associations, government officials, civil society groups, worker
safety groups, privacy advocates, and environmental protection
groups, as well as economic and social justice-focused stake-
holders (Marchant et al., 2014).

This intricate ecosystem of stakeholders and interests may be
further complicated by the simultaneous introduction of other
technologies and platforms with different constellations of ethical
issues, modes of governance, and political economy contexts.
In contrast to the development of therapeutics or, to a lesser ex-
tent, medical devices, the development of telehealth technolo-
gies and platforms has not appeared to be controlled by the
availability of intellectual property (McGowan et al., 2012).
Subsequently, this ecosystem is disaggregated and organized
for ease of presentation. This section will address both telehealth
and mHealth but will endeavor to address telehealth first and
then mHealth in the subsections. It is important to keep in mind
that there are entanglements and feedback loops between and
among the different sectors, such that pulling on a single thread
in one sector often affects multiple areas and actors across the

broader ecosystem.

SOURCE: Developed by authors.
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mote monitoring effectively? How does data flow into the
health system? Should these data be integrated with the
medical record, and if so, how? Who is responsible for
understanding and analyzing a potentially near-real-time
stream of patient data? What are the shared expectations
and liability concerns around these new platforms?
Private companies; Health care institutions partner with
private companies that provide many enabling technolo-
gies for telehealth, including telemedicine care delivery
platforms, monitoring and management technologies,
mHealth apps, and more. While some of these technolo-
gies may be protected by trade secrets (e.g., confidential
algorithms), few are robustly protected by patents given
the difficulties in patenting software applications (Price,
2015). Furthermore, there have been calls for more rig-
orous testing of many of these technologies for clinical
effectiveness (Sim, 2019).

Social and ethical considerations: While health data
in the United States is regulated by HIPAA, there is no
blanket data privacy law (104th Congress, 1996). Data
privacy, like medical consent, is largely an issue of con-
tract and tort. Data privacy is arguably the principal inter-
national issue concerning telemedicine regulation. Most
significantly, the European Union’s General Data Protec-
tion Regulation (GDPR) provides a robust set of rights to
individuals” “personal data,” that is, “any information re-
lating to an identified or identifiable natural person” (Eu-
ropean Parliament, 2016). This includes the right to forbid
its collection; to demand a third party destroy it; and, if
electronic, to download it where it resides. Health data,
specifically, receives further protections under the GDPR
(although there are public health exceptions). The GDPR's
reach is not only cabined within the European Union but
extends to anywhere in the world where the processing
of European citizens’ data occurs. Penalties for noncom-
pliance can be stiff (European Parliament, 2016). While
other countries invested in telemedicine—including Co-
lombia, Costa Rica, and Peru—have data privacy laws,
the GDPR seems unique in its global reach and effect on
data transmission practices.

In most countries, patient consent for telemedicine tracks
with each respective country’s model for other forms of
health care delivery. For example, where delivery oper-
ates at the physician level, patients’ consent typically is
obtained through their physicians. Notable exceptions
include Japan and Greece, which require explicit consent
from patients before physicians can conduct treatment
through telemedicine (Hashiguchi, 2020).

Physicians, particularly in subspecialties conducive to
telemedicine (e.g., dermatology and psychiatry) may

have workforce concerns as restrictions on cross-jurisdic-
tional medical practice are relaxed. Providers may resist
lowering licensing barriers as this could allow for compe-
tition from other states’ telehealth services (IOM, 2012).

As mentioned previously, the digital divide has significant
equity implications for telehealth access, in addition to
other challenges, including language barriers between
patients and providers, digital literacy, and access to nec-
essary equipment (Park et al., 2018). There are special is-
sues related to safety, efficacy, and privacy/data security
when mHealth devices/toys are used in the treatment of
children (Comscore, 2014).

Private Sector
For the purposes of this case study, the primary actors within the
private sector are digital health platform providers, startups, and
app developers.
= Science and technology: Telehealth startups are cur-
rently targeting large, self-insured employers with strong
incentives to keep costs low (Dorsey and Topol, 2016).
mHealth apps have been developed for a wide array of
purposes, including tracking fertility and exercise; diabe-
tes management; medication adherence; treating depres-
sion, anxiety, and traumatic brain injury; and preventing
suicide.
= Governance and enforcement: Many companies in the
telemedicine space offer services designed to help physi-
cians do their jobs and so fall under the umbrella of “phy-
sician practice,” which is not regulated by the U.S. Food
and Drug Administration (FDA). Telemedicine platforms
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software-based medical devices, but this regulatory in-
novation has faced pushback from the U.S. Congress,
suggesting that such innovation will be challenging (FDA,
2021; Warren et al., 2018).

= Affordability and reimbursement: As described in more
detail subsequently, states can and have mandated that
commercial insurance plans offer parity for telemedicine
visits (Yang, 2016). Historically, concern about medical li-
ability has been a persistent barrier to the broader adop-
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able information that relates to a medical condition, the
provision of care, or payment—which is regulated via
HIPAA (104th Congress, 1996). HIPAA establishes re-
strictions on the dissemination of PHI by “covered enti-
ties"—providers, plans, clearinghouses, or business—
without the express consent of the patient.

HIPAA is of particular concern in telemedicine because
PHI is necessarily generated in telemonitoring and store-
and-forward technologies. In addition, the nature of tele-
medicine is such that users of telemonitoring and store-
and-forward technologies are almost certainly “covered
entities” under the statute, that is, providers, businesses,
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tively in collaboration with a case-specific working group, with
additional feedback from members of CESTI. All reviewers are
acknowledged in the back matter of this paper. Each narrative is
told from a particular perspective and is designed to highlight a
small set of social shifts that shape and are shaped by the evolv-
ing technology.

Telehealth Case Visioning Narrative

Perspective: A remote caregiver and digital health navigator

dyad

Background

It is 2035, and the home has become the preferred site for the
receipt of most acute and non-acute medical services (labs,
imaging, nursing visits, retail pharmacy) in the United States.
Termed hospital-at-home (HaH), it is also the dominant model
for non-ICU-level in-person care in much of the world. Although
this care paradigm has been around for decades, the COVID-19
pandemic catalyzed this shift due to physical distancing require-
ments and fears among patients about contracting the virus within
the hospital setting. Massive investments from the private sector
into telemedicine platforms, coupled with technology advance-
ments in Al-enabled remote monitoring, voice-activated medi-
cal devices, augmented reality, and sensors were also pivotal
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cannot be displaced with automation such as empathy, physical
examination, and implicit bias awareness. New health care roles
also emerged in this data-rich delivery paradigm, such as digital
health navigators, telenurses, and health data specialists. How-
ever, many of these new positions and several traditional ones
(e.g., physicians, nurses, care coordinators) were increasingly
outsourced to global vendors in an attempt to reduce the admin-
istrative costs of health care. In this distributed staffing model, in-
ternational hubs of excellence also began to emerge for certain
conditions or treatments (e.g., Sweden for the best interpretation
of radiology images). With this in mind, the broader question of
how to appropriately regulate remote second opinions across
international borders arose. What licensure requirements should
be enforced for the practice of international telemedicine? In an
increasingly networked world, do state-based licensures still
make sense? Calls for the nationalization of medical licensure,
or at a minimum the harmonization of requirements across states,
were proposed by a variety of stakeholders.

Data Privacy, Trust, and the Wisdom of Crowds

Mr. Jeff Jackson is a 63-year-old Black male with hard-to-
control type 2 diabetes, early-onset Alzheimer’s disease, and
stable chronic heart failure (CHF). He has chosen to live alone in
Youngstown, Ohio, since his wife died 5 years ago. An implant-
ed microchip is able to sample, interpret, and transmit biomet-
ric (heart rate, temperature, oxygen saturation) and biochemi-
cal data (blood glucose, sodium levels, creatinine levels) about
Mr. Jackson at high frequency. Al algorithms embedded within
wall-mounted camera-based sensors are also able to detect the
progression of his Alzheimer’s or warning signs of acute exacer-
bations of his CHF. All of this information is relayed 24/7 to a
“digital health navigator” assigned by his health plan who serves
as a health coach and care coordinator. As outlined in the con-
sent agreement, monthly summaries of routine care are sent to
his 23-year-old daughter, Jean, who resides in Miami, Florida.
Potentially concerning events sensed in Ohio automatically trig-
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e ltisimportant to keep in mind the dual roles of state and
federal regulation, as well, potentially, of regional (e.g.,
European Union) regulation.

e There are opportunities for shared or distributed gover-
nance in the gaps between regulatory authorities.

e There is a potential role for cross-sectoral governance
groups at multiple levels and stages of governance.

e It is important to keep in mind the role of key enabling
technologies (e.g., internet access and speed) in the de-
velopment of the primary technology of interest.

¢ Key stakeholders to a technology will need to be ade-
quately prepared for large shifts (e.g., dramatic ramping
up of telehealth).

*  Opportunities for regulatory nimbleness have been re-
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